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TODAY’S SPEAKER



 Understanding The Technologies At Issue

 Key Trends In The Privacy Class Action Landscape

 2026 Legislative Update

 Key Rulings & Cases To Watch
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TODAY’S KEY TOPICS
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Understanding The 
Technologies At Issue



 Biometric technologies (facial recognition, thumbprint scanner, voice 
recognition)

 Website advertising technologies (“adtech”)
 Profiling and automated decision-making technologies/tools (“ADMT”) 
 Generative AI (“gen AI”)
 Financial technologies (“fintech”)
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Technologies At Issue

Presenter Notes
Presentation Notes


Employee use of AI tools and employer liability
Generative AI 
Harassment involving AI-generated content (“deepfakes”)




Existing Legislation / Key Laws
 Illinois Biometric Information Privacy Act (“”) - 2008
 Texas Capture or Use of Biometric Identifier (“CUBI”) Act - 2009
 Washington Biometric Privacy Law HB1493 – 2017
 New York City Biometric Identifier Law (Local Law 56) – 2021
 Colorado Privacy Act (“CPA”) amended by HB 1130 – April 2024  
Active Proposed Legislation
 Massachusetts (H.63 and S.195)
 Minnesota (SF 954 and HF 2532)
 Missouri (HB 1584 and HB 2594)
 New Jersey (A1488)
 New York (A1362, S4457, and S2390)
 Oklahoma (HB 3647)
 Pennsylvania (HB926)
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Biometric Privacy

Presenter Notes
Presentation Notes


The legislative history surrounding the bill suggests that the statute was implemented to protect consumers, but most lawsuits focused on workers until 2022 – now “second generation” claims are being pressed by the plaintiffs’ class action bar.

Motivated by the bankruptcy of Pay by Touch (largest fingerprint scan system in Illinois).

On May 31, 2024, Colorado Governor Jared Polis signed into law HB 24-1130, amending the Colorado Privacy Act (“CPA”) to impose new requirements for the processing of biometric data
Unlike the , the CPA does not afford a private right of action








Current State Of Biometric Privacy Legislation
 Lawsuit filings of this nature have been the most common type of class action in 

Illinois by a wide margin over the past five years
 Over 5,000 lawsuits under the  have been filed since 2017 – class actions under the  

are filed daily
 Since the ’s passage in 2008, other states have created their own laws to regulate an 

individual’s biometric data
Second Generation Of  Lawsuits 
 Voiceprint technologies
 Virtual try-on claims 
 Surveillance systems 
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Biometric Privacy

Presenter Notes
Presentation Notes

In terms of lawsuit filings, for nearly a decade following enactment of the , activity under the statute was largely dormant.  We saw an average of approximately two total suits filed per year from 2008 through 2016. 

In 2017 and 2018, however, those numbers grew exponentially.

In 2022, companies saw more than five times as many class action lawsuit filings for alleged violations of  than they saw in 2018, and more than the number of class action lawsuit filings that they saw from 2008 through 2018 combined. 

As I mentioned, other states have taken steps to consider similar statutes.  Thus, Illinois presents somewhat of a test case or crystal ball as to what may happen if other states succeed in enacting similar statutes with a private right of action …  businesses can expect similar surges in other states, as the filing numbers in Illinois continue their upward trend. 

Second Generation :

The plaintiffs’ class action bar is ever creative in continuing to look for ways to continue to take advantage of the statute’s technical requirements, stiff statutory penalties, and fee shifting provisions. 

We are seeing the bulk of activity today extend beyond the mere biometric timeclocks and fingerprint scans that inspired the first wave of  lawsuits.  

The Plaintiffs’ class action bar is bringing  claims under ever-evolving case theories, which now target new technologies such as voice recognition software, surveillance systems, and virtual try-on features available through certain websites and apps.








Illinois Biometric Information Privacy Act (“BIPA”) – 
Legislative Developments 
 On February 2, 2023, the Illinois Supreme Court held 

that a five-year statute of limitations applies to claims 
under the BIPA in Tims v. Black Horse Carriers, 2023 IL 
127801 (Feb. 2, 2023).

 On February 17, 2023, the Illinois Supreme Court held 
that a claim accrues under the BIPA each time a 
company collects or discloses biometric information in 
Cothron, et al. v. White Castle System, Inc., 2023 IL 
1280004 (Feb. 17, 2023). 

 On August 2, 2024, Illinois Governor J.B. Pritzker signed 
Senate Bill 2979, amending the BIPA and limiting 
plaintiffs to one recovery per person under §§ 15(b) 
and 15(d). 8

Evolution of the BIPA 

Presenter Notes
Presentation Notes

Enacted in 2008, the BIPA regulates the collection, use, and handling of biometric information and biometric identifiers by private entities.  Subject to certain exceptions, the BIPA prohibits collection or use of an individual’s biometric information and biometric identifiers without notice, written consent, and a publicly available retention and destruction schedule.  

In terms of lawsuit filings, for nearly a decade following enactment of the BIPA, activity under the statute remained largely dormant.  The plaintiffs’ bar filed approximately two total lawsuits per year from 2008 through 2016 before filings increased in 2017 and then skyrocketed in 2019.  In 2020, plaintiffs filed more than six times as many class action lawsuits for alleged violations of the BIPA than they filed in 2017 and more than the number of class action lawsuits they filed from 2008 through 2016 combined.  

Filings continued to accelerate in 2023, prompted by two rulings from the Illinois Supreme Court that increased the opportunity for recovery of damages under the BIPA. 




 For many years, the plaintiffs’ class action bar has successfully asserted TCPA 
causes of action based on allegations that a defendant used an automatic telephone 
dialing system (“ATDS”) to call or send messages to a cellphone without first 
obtaining prior express written consent. 
 In 2021, the U.S. Supreme Court issued its ruling in Facebook v. Duguid, et al., 141 

S. Ct. 1163 (2021), which adopted a narrow interpretation of what devices count 
as an ATDS

 The TCPA also empowers the Federal Communications Commission (“FCC”) to 
“prescribe regulations to implement” the statute, and to create exemptions to 
statutory liability “by rule or order” 47 U.S.C. §227(b)(2)(B)
 In July 2023, the FCC issued the TCPA Exemptions Order that introduced 

amendments to the TCPA’s rules for placing calls made with artificial and 
prerecorded voices, such as robocalls to residential numbers. 
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Telephone Consumer Protection Act (“TCPA”)

Presenter Notes
Presentation Notes

The TCPA was enacted in 1991, aimed at unwanted telephone calls and faxes.

For many years, the plaintiffs’ class action bar has successfully asserted TCPA causes of action based on allegations that a defendant used an automatic telephone dialing system (“ATDS”) to call or send messages to a cellphone without first obtaining prior express written consent. 

An ATDS is “equipment which has the capacity: (i) to store or produce telephone numbers to be called [or texted], using a random or sequential number generator, and (2) to dial such numbers” 47 U.S.C. § 227(1)(A)
In 2021, the U.S. Supreme Court issued its ruling in Facebook v. Duguid, et al., 141 S. Ct. 1163 (2021), which adopted a narrow interpretation of what devices count as an ATDS

Before Duguid, some federal circuits held that equipment could qualify as an autodialer just because it autodialed stored phone numbers that had not been randomly or sequentially generated in the first instance. But the Supreme Court rejected this interpretation. It held that “a necessary feature of an autodialer under § 227(a)(1)(A) is the capacity to use a random or sequential number generator to either store or produce phone numbers to be called,” because a contrary interpretation “would capture virtually all modern cell phones, which have the capacity to store telephone numbers to be called and dial such numbers.” Id. at 1171-73.


FCC:

The TCPA also empowers the Federal Communications Commission (“FCC”) to “prescribe regulations to implement” the statute, and to create exemptions to statutory liability “by rule or order” 47 U.S.C. §227(b)(2)(B)
Under this authority, the FCC has created a “two-tier system of consent” for TCPA liability, with different kinds of calls requiring different kinds of consent. 
First, prerecorded calls that do not include “telemarketing” are lawful as long as the called party has provided “prior express consent.” 47 C.F.R. §64.1200(a)(1)-(2)
Second, prerecorded calls that do include “telemarketing” require “prior express written consent.” Id. at §64.1200(a)(2) (emphasis added)


Prior express consent is a lower threshold insofar as a called party generally provides such consent simply by giving its phone number to a business in connection with a transaction. 
Prior express written consent, by contrast, is harder to obtain – to provide such consent, a party must sign a written agreement that “clearly authorizes” the caller to send “telemarketing messages using a . . . prerecorded voice.” Id. at § 64.1200(f)(9)


In July 2023, the FCC issued the TCPA Exemptions Order that introduced amendments to the TCPA’s rules for placing calls made with artificial and prerecorded voices, such as robocalls to residential numbers. 
Specifically, the TCPA provides that robocalls can be made to residential lines without consent if they are made for: 
(i) an emergency purpose; 
(ii) not made for commercial purposes; 
(iii) made for commercial purposes but do not include advertisements or telemarketing; 
(iv) made by or on behalf of a tax-exempt non-profit organization; or 
(v) deliver a “health care” message made by or on behalf of an entity covered by HIPAA.


The Order also amended these residential exemptions to adopt certain numerical limits on such robocalls, except for such calls made for emergency purposes. Now, robocalls can be placed to a residential line without consent only if the call:
i. is not made for a commercial purpose and the caller makes no more than three calls within any consecutive 30-day period;
ii. is made for a commercial purpose but does not include or introduce an advertisement or constitute telemarketing and the caller makes no more than three calls within any consecutive 30-day period;
iii. is made by or on behalf of a tax-exempt non-profit organization and the caller makes no more than three calls within any consecutive 30-day period; or
iv. delivers a “health care” made by or on behalf of an entity covered by HIPAA and the caller makes no more than one call per day to each patient’s residential line, up to a maximum of three calls combined per week to each patient’s residential line.





A new wave of class actions filed in in the past 24 months in 
California, Florida, Massachusetts, and Pennsylvania targeted 
companies that track user activity on their websites 

 California Invasion Of Privacy Act (“CIPA”)
 Pennsylvania Wiretapping And Electronic Surveillance Act 

(“WESCA”)
 Florida Security Of Communications Act (“FSCA”)
 The Federal Wiretap Act

 The tracking technologies at issue:
 Session replay software tracks a user’s interactions 

with the website (clicking, scrolling, swiping, hovering, 
and typing)

 Coding tools embedded in chat features create and 
store transcripts of a user’s conversations with the 
website’s chat feature 10

Wiretapping

Presenter Notes
Presentation Notes

Class action litigation in the privacy space has continued to generate a multitude of filings and it continues its reign as one of the hottest areas of growth in terms of activity by the plaintiffs’ class action bar. 

Many of those filings can be categorized under the label “wiretapping.”

Plaintiffs are bringing a huge number of filings under state wiretapping and anti-surveillance laws.  Plaintiffs have grounded claims in the electronic interception provisions of wiretap statutes like the California Invasion of Privacy Act, the Pennsylvania Wiretapping and Electronic Surveillance Act, and the Florida Security of Communications Act, among other laws, which generally prohibit the unauthorized interception of electronic communications.  

Plaintiffs have initiated these class actions against companies that use third-party software to track user activity on their webpages, or to create and record transcripts of conversations conducted via chat features, based on the theory that such practices potentially violate electronic interception provisions of various state laws, many of which were enacted before many of the drafters could have envisioned such technologies.

In other words, plaintiffs are repurposing old laws and applying them to new technologies. 

Some of the specific software tools at issue include: 
- Session replay software which tracks a user’s interactions with the website (clicking, scrolling, swiping, hovering, and typing)
- Coding tools embedded in chat features that create and store transcripts of a user’s conversations with the website’s chat feature





Uptick in litigation involving session-replay technology, 
which allows a website to “replay” a site visit, including 
what the user viewed, clicked on, or hovered over
 Relatedly, plaintiffs are bringing “chatbot” cases, 

attacking websites’ use of digital tools to have 
automated “conversations” with site visitors without 
using live customer service agents

 Plaintiffs allege that companies violate wiretapping 
laws by using session-replay or chatbot technology 
without explicit consent

 These newly-filed cases invoke the laws of the 
minority of states that require all-party consent
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Session-Replay Software

Presenter Notes
Presentation Notes

Let’s talk more about session replay…  

As I mentioned, session replay generally refers to a common analytics tool that captures certain website activity data—such as mouse movements, clicks, and page visits—and then reconstructs this data into “sessions” that may be analyzed to understand and enhance customers’ online experiences. 

In the past year, the plaintiffs’ class action bar has launched a flurry of lawsuits challenging the use of this ubiquitous session replay technology in consumer-facing websites. As a result, companies are facing claims that provisions of laws such as the California Invasion of Privacy Act (CIPA), originally enacted in 1967, are intended to restrict the current use of such technology. 

Plaintiffs’ core theory in these cases is that the use of session replay technology constitutes illegal wiretapping or eavesdropping.  As to the CIPA, plaintiff’s theory is that such activity violates Section 631(a), which generally restricts a third party’s unauthorized wiretapping or eavesdropping on an ongoing communication between two parties.

Courts have been inundated with session replay lawsuits—and multiple companies have received one or more demand letters threatening such litigation.  

The complaints are nearly identical to each other in most instances, with generic cut-and-paste allegations and serial plaintiffs, many of whom appear to be “testers” of companies’ websites. The named defendants include a broad range of retailers, manufacturers, and online service providers.

Defendants have sought dismissal of these lawsuits on several grounds, such as lack of standing, party exemption, lack of interception. Most of the recent lawsuits are still in the motion to dismiss stage. Early decisions have generally been favorable to defendants, but courts have granted most plaintiffs leave to amend. 

On December 5, 2023, the U.S. District Court for the Eastern District of Pennsylvania in In Re: BPS Direct, LLC, and Cabela’s, LLC, Wiretapping (No. 2:22-cv-04709) dismissed several proposed class action claims on “session replay” software, limiting the viability of these suits in federal court. In June 2023, the Judicial Panel on Multidistrict Litigation consolidated cases from five federal courts in five states alleging these types of claims against Bass Pro Shops and Cabela’s. In a win for defendants, the Court held that the website users could not plead Article III standing for the privacy and wiretapping claims and granted the Defendants’ motion to dismiss.

The Court referred to the Supreme Court’s analysis in TransUnion v. Ramirez (2021), holding that for a website-user plaintiff to plead they suffered an injury in fact for Article III standing, the Court must first analyze the nature of the information intercepted to determine if it amounts to an invasion of historically protected privacy interests. The Court held that information regarding a website user’s online mouse clicks, keystrokes, and pages and content viewed is not “highly sensitive personal information.” But the court also noted the result would likely have been different if the session replay software at issue had tracked medical diagnoses or financial data. Here, plaintiffs did not allege sensitive information was captured, and the Court held that merely capturing how a plaintiff navigated a website—by itself—cannot create an injury in fact.







Recent lawsuits against general-purpose 
websites using analytics code that tracks 
visitor activity
 Plaintiffs have lodged claims under the 

VPPA against websites embedded with 
streaming videos

 The VPPA, a 1988 law designed to prevent 
the “wrongful disclosure” of video tape sale 
and rental records, is now fuel for this recent 
wave of litigation
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Video Privacy Protection Act (“VPPA”)

Presenter Notes
Presentation Notes
Over the three years, plaintiffs have filed a barrage of class action lawsuits under the federal Video Privacy Protection Act (VPPA). 

The Video Privacy Protection Act (VPPA) is a bill that was passed by Congress in 1988 and signed into law by President Ronald Reagan. It was created to prevent what it refers to as "wrongful disclosure of video tape rental or sale records“ or similar audio visual materials, to cover items such as video games.  Congress passed the VPPA after Robert Bork's video rental history was published during his Supreme Court nomination and it became known as the "Bork bill".  

It makes any "video tape service provider" that discloses rental information outside the ordinary course of business liable for up to $2,500 in actual damages unless the consumer has consented, the consumer had the opportunity to consent, or the data was subject to a court order or warrant.

The statute defines a “video tape service provider” to include any person “engaged in business, or affecting interstate or foreign commerce, of rental, sale, or delivery of prerecorded video cassette tapes or similar audio-visual materials.” 18 U.S.C. § 2710(a)(4).

Some courts have construed “similar audio-visual materials” broadly, generally concluding that its definition encompasses streaming video delivered electronically. Plaintiffs allege that companies that maintain videos on their websites and deploy pixel tracking tools violate the VPPA because their websites track the videos that visitors watch and share the viewing data with third parties.

The VPPA provides for damages up to $2,500 per violation in addition to costs and attorneys’ fees for successful litigants, making it an attractive source of filings for the plaintiffs’ class action bar. Indeed, plaintiffs have initiated more than 137 class actions under the VPPA over the past year, following significant jumps in 2021 and 2022. At the mid-way point in 2024, we’re seeing 45 VPPA class action filings – on par with the previous years’ trend.




Pixel tracking claims are the latest evolution in 
wiretapping litigation following the recent waves of 
session replay and chatbot claims 
 A website pixel is a piece of html code embedded 

on a webpage that collects information about a 
visitor’s interactions
 This information is often collected and analyzed by 

third parties to improve marketing efforts 
 Dozens of cases have involved the Meta Pixel 

tracking tool, a piece of code utilized to track the 
effectiveness of Facebook and Instagram ad 
campaigns

 Plaintiffs have asserted claims under privacy 
statutes in California, Florida, and Pennsylvania 
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Pixel Tracking

Presenter Notes
Presentation Notes
So-called “pixel tracking” has generated a second wave of litigation premised on pixels.  

In these pixel tracking lawsuits, plaintiffs are bring class actions alleging that companies are violating privacy laws by using website pixels to collect and share personal information about users without their consent. 

The use of pixel tracking tools is often fully disclosed to website visitors, and website visitors often agree to them.  But the plaintiffs bringing these cases are challenging the disclosures on the websites, the consents given to use these tools, and the tools themselves. 

These lawsuits challenge the tools themselves, the disclosures on the websites, and the consents given to use them.  Plaintiffs claim that the data is shared with third parties and monetized for targeted advertising. 

They claim that these tools are collecting and disclosing sensitive and personal information that may relate to users’ health, taxes, finances, or other matters implicating information protected by federal and state law.

Plaintiffs claim that the collection of pixels violates state and federal privacy statutes, such as the VPPA, the California Invasion of Privacy Act, and the Pennsylvania Wiretapping and Electronic Surveillance Control Act. The plaintiffs often also allege common law claims for intrusion upon seclusion, breach of privacy, unjust enrichment, and negligence.

Because the plaintiffs in these cases may have a difficult time pleading any economic injury or loss resulting from the alleged disclosures, these complaints often focus on statutory damages, claiming that each putative class member is entitled to thousands of dollars in damages. 

All of a sudden, there are hundreds of these cases.  We have seen a year-over-year increase between 2022 and 2023 of around 163% and an increase from 2020 to 2023 of about 850%.  

These cases are also prompting 8-figure settlements, including one for over $12M just announced during the past two weeks.  Although “loss of data” cases have historically been susceptible to Article III standing challenges, the uncertainty in how courts will apply these principles to emerging technologies is contributing to the fueling of significant (eight-figure) class-action settlements in this area.








 Employers must balance productivity and misconduct prevention 
with employee privacy when monitoring electronic communications.

 Digital technology outpaces workplace law, and intrusive monitoring 
can create employee concerns.

 The Electronic Communications Privacy Act of 1986 (“ECPA”) 
prohibits unauthorized email interception and access to stored 
communications, including temporary, intermediate and backup 
storage.

 ECPA exceptions permit certain access authorized by an electronic 
communications service provider.
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Monitoring And Privacy

Presenter Notes
Presentation Notes





 Employers face new AI regulations, overlapping data protection and privacy 
laws, and heightened enforcement.

 Title VII prohibits employment discrimination based on race, color, religion, sex 
or national origin. Employers may face liability for facially neutral practices that 
disproportionately harm a protected class, including decisions made by AI 
systems.

 Illinois and Colorado laws target workplace algorithmic discrimination and 
prohibit discriminatory use of AI tools based on a protected class.
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Employment Law And Discrimination

Presenter Notes
Presentation Notes

Workplace Laws in Cyberspace
While the potential legal risks are significant, it behooves employers to undertake proactive steps employers to mitigate exposure to algorithmic bias and discrimination claims. 
Ensuring that there is a robust policy addressing AI use and related issues, like transparency, non-discrimination, and data privacy;
Undertaking due diligence to vet AI vendors, and not utilizing any AI tools without a thorough understanding of their intended purpose and impact;
Training HR, talent acquisition, and managers on the appropriate use of AI tools;
Continuing to have human oversight over ultimate workforce decisions so that AI is not the decision-maker; and
Ensuring compliance with all applicant and employee notice and disclosure requirements
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Key Trends In The Privacy 
Class Action Landscape
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Privacy Class Actions

 Statutory ambiguity has produced mixed outcomes under many of these 
statutes for plaintiffs and defendants. 

 High stakes due to maximum statutory damages under the ECPA, CIPA, 
VPPA, , and GIPA ranging from $2,500 to $15,000 per violation, all with no 
proof of actual harm required, resulting in four- or five-figure multipliers 
times tens of thousands of website visitors, for example, results in 
mammoth requested damages. 

 Increased filings as a result of the statutory ambiguity and high statutory 
penalties. 

 Divergent rulings between and within jurisdictions on core issues. 

Presenter Notes
Presentation Notes

In 2025, we saw more members of the plaintiffs’ class action bar make privacy litigation the centerpiece of their business models.  Although the landscape has shifted over the past five years, the recipe for these cases has remained strikingly similar – these plaintiffs attack ubiquitous modern technologies, under decades-old statutes that provide for lucrative statutory penalties along with fee shifting.  

In 2025, we saw more plaintiffs’ lawyers make more threats of these class action filings in this area, particularly through widespread use of tools like form letters and cookie-cutter complaints. 

Privacy continued to dominate as one of the hottest areas of growth in terms of class action filings by the plaintiffs’ bar over the past year. . 

While plaintiffs pulled back on filings in areas like biometric privacy, we saw a surge in litigation over internet tracking technologies based on a patchwork quilt of state-level laws, including the California Invasion of Privacy Act (“CIPA”).
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2.  Courts Are Certifying Classes At High Rates

Presenter Notes
Presentation Notes
Looking at the certification rates across substantive areas, there are two additional, very notable takeaways from the data.  
 
First, as you can see from the slide, certification rates were fairly consistent across substantive areas of class action litigation in 2025 – and more consistent than they were in 2024.  

Certification rates ranged from a low of 33% in the data breach area to more than 70% in areas like WARN, ERISA, securities fraud, antitrust, and wage and hour.  

In fact, Plaintiffs succeeded in certifying classes at a rate of 50% or higher across all areas other than FCRA (38%), products liability (38%), and data breach (33%).
 
Second, courts issued fewer rulings on motions for class certification in 2025.  Courts ruled on 424 motions in 2025, 432 motions in 2024 and 451 motions in 2023.  

Why does that matter?  In this climate, where class action filings are increasing, a drop in the number of rulings suggests – not fewer cases – but that plaintiffs are being more strategic about which cases they are choosing to pursue through class certification.
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Privacy Class Actions 

Presenter Notes
Presentation Notes



Although privacy continued to dominate as one of the hottest areas of growth in 2025, we also saw shifts within the privacy landscape, as reflected in the graphics.  

On the left slide, we can see that companies enjoyed a welcomel reprieve from filings under the biometric information privacy act or , and in the middle slide, that filings under the Video Privacy Protection Act or VPPA similarly fell in 2025.  At the same time, though, filings shifted and grew in other areas.  

In particular, over the past two years, we have seen many plaintiffs’ class action lawyers shift their focus to website pixels – pieces of code embedded on websites to track activity and, in some circumstances, to provide information about that activity to third-party social media companies.  

Plaintiffs have launched thousands of claims attacking that transfer of information and have filed a surge of lawsuits under a patchwork quilt of state laws including the California Invasion of Privacy Act or CIPA.
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Privacy Class Actions

Presenter Notes
Presentation Notes
Courts issued rulings on only 12 motions for class certification of claims asserting violations of privacy laws over the past year and granted 8 of those motions, for a success rate of 67% for plaintiffs.  

This is a higher rate of success than we observed in 2024, so it surely will not deter plaintiffs from investing in privacy class actions in the short term.
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Privacy Class Actions

Presenter Notes
Presentation Notes
The top 10 settlements in the privacy space last year totaled $802 million.  While that total surpasses the settlement numbers we discussed for other areas, it is down substantially from the top 10 settlements we observed in 2023 and 2024, where the total of the top 10 reached $1.32 billion and over $2 billion, respectively, which likely explain some of the growth in this area.  
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Data Breach Class Actions

Presenter Notes
Presentation Notes
On the class certification front, plaintiffs succeeded on only 1 of 3 – or 33% -- of the motions for class certification decided in 2025.   
 
This uncertainty does not seem to be deterring plaintiffs from filing data breach cases; rather, it seems to be incentivizing them to monetarize their claims early in the litigation.  

So long as defendants continue to play ball on the settlement front, and payouts remain higher than their front-end investments, we are likely to see continued growth in the data breach area.  
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Data Breach Class Actions

Presenter Notes
Presentation Notes
The value of the top 10 settlements in the data breach area totaled nearly $516 million in 2025.  That is on par with the value of the top 10 settlements in 2023 and 2024, which came in at $516 and $593 million, respectively.
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2026 Legislative Update
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Data Breach Class Actions



26

Presenter Notes
Presentation Notes



We likewise are seeing a patchwork quilt of legislation at the state level target algorithmic discrimination, disclosure obligations, cybersecurity, and other issues. 




U.S. Federal Laws 
 Focus on R&D, funding, collaboration with business, training/education
 AI Bill of Rights
 Identifying Outputs of Generative Adversarial Networks Act (“IOGAN”) 
 National Artificial Intelligence Initiative Act of 2020 (“NAIIA”) 
 NIST AI Risk Management Framework (RMF) 1.0

Federal Agency Enforcement
 FTC enforcement relating to:
 AI and deep fakes, fraud
 AI and bias, discrimination, and advertising

 CFPB issued guidance for creditors using AI and other complex models in 
their consumer credit decision process

27

Government Enforcement Radar

Presenter Notes
Presentation Notes

Focus on R&D, funding, collaboration with business, training/education

Identifying Outputs of Generative Adversarial Networks Act – research on the development of standards.
National Artificial Intelligence Initiative Act of 2020 (NAIIA) – AI R&D, training, education etc.
Executive orders and committees calling for AI to be funded, researched and studies

AI Bill of Rights - voluntary and nonbinding guidelines to protect the public from harmful outcomes or harmful use of technologies that implement AI�
FTC enforcement relating to: 
AI and deep fakes, fraud
AI and bias, discrimination, advertising




America’s AI Action Plan – July 2025
1. Accelerate AI Innovation
2. Build American AI Infrastructure
3. Lead in International AI Diplomacy and Security

Executive Order – December 2025
“Ensuring A National Policy Framework For 
Artificial Intelligence” 
 AI litigation task force
 Evaluation of state AI laws
 Restrictions on state funding
 Preemption of state laws mandating deceptive 

conduct in AI models
28

Government Enforcement Radar

Presenter Notes
Presentation Notes

The AI Action Plan identifies 90 federal policy actions, focused on staking the US as a leader in AI innovation. 
Numerous AI bills introduced at the federal level, but unclear if any will be enacted under a Republican-majority Congress. 
The Trump Administration’s Removing Barriers Executive Order did not revoke the Biden Administration’s Blueprint for an AI Bill of Rights, but the five principals identified there may be “inconsistent” with the AI Action Plan priorities. 
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Key Rulings & Cases To Watch



Face-related AI technologies not involving facial recognition:
 Martell v. X Corp., 2024 WL 3011353 (N.D. Ill. June 13, 2024) (porn filter)
 Clarke v. Aveda Corp., 2023 WL 9119927, at *2 (N.D. Ill. Dec. 1, 2023) (virtual try on)
 Castelaz v. Estee Lauder Cos., Inc., 2024 WL 136872, at *7 (N.D. Ill. Jan. 10, 2024) 

(virtual try on)
 Daichendt v. CVS Pharmacy, Inc., 2023 WL 3559669, at *2 (N.D. Ill. May 4, 2023) 

(passport photos)
 Clark v. Microsoft Corp., 688 F. Supp. 3d 743, 745 (N.D. Ill. 2023) (facial expressions)
 Trio v. Turing Video, Inc., 2022 WL 4466050, at *13 (N.D. Ill. Sept. 26, 2022) (COVID 

screening)
Facial recognition AI technologies:

 In Re Facebook Biometric Info. Priv. Litig., 2018 WL 2197546 (N.D. Cal. May 14, 2018)
 Zellmer v. Meta Platforms, Inc., 2024 WL 3016946 (9th Cir. June 17, 2024)
 Tibbs, et al. v. Arlo Technologies, Inc., No. 23-CV-5096 (N.D. Cal.) 
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Key BIPA Rulings

Presenter Notes
Presentation Notes

Key rulings illustrating the “second generation” BIPA claims involving facial recognition software. [Traditionally, BIPA claims targeted the fingerprint scan technology used in workplace security or timeclocks]. This second generation of BIPA claims significantly target AI-based facial recognition systems – different than the technology at issue when the statute was enacted 17 years ago. 




Tremblay v. OpenAI, Inc., No. 23-CV-3223 (N.D. Cal. June 13, 2024) 
 The Court ordered plaintiffs, a group of authors alleging copyright 

infringement, to produce information relating to pre-suit algorithmic 
testing 

1. The Court held that the algorithmic testing results were not work product but 
“more in the nature of bare facts”

2. The Court determined that “even assuming arguendo” that the work-product 
privilege applied, the privilege was waived “by placing a large subset of these 
facts in the [complaint]”

3. The Court reasoned that the negative testing results were relevant to the AI 
company’s defenses, notwithstanding the plaintiffs’ argument that the negative 
testing results were irrelevant to their claims

4. The Court rejected the plaintiffs’ argument that the AI company can simply 
interrogate the algorithm itself 31

Key Rulings – AI And Algorithmic Bias 
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https://blogs.duanemorris.com/classactiondefense/2024/06/28/california-federal-court-rejects-ai-class-action-plaintiffs-cherry-picking-of-ai-algorithm-test-results-and-orders-production-of-all-results-and-account-settings/ 

The ruling is significant as it shows that plaintiffs who file class action complaints alleging improper use of AI and relying on cherry-picked results from their testing of the AI-based algorithms at issue cannot simultaneously withhold during discovery their negative testing results and the account settings used to produce any results.  The Court’s reasoning applies not only in gen AI cases, but also other AI cases such as website advertising technology cases.

+++

On June 24, 2024, Magistrate Judge Robert Illman of the U.S. District Court for the Northern District of California ordered a group of authors alleging copyright infringement by OpenAI to produce information relating to their pre-suit algorithmic testing.  

Background

This case is one of over a dozen class actions filed in the last two years alleging that makers of generative AI technologies violated copyright laws by training their algorithms on copyrighted content, or that they violated wiretapping, data privacy, and other laws by training their algorithms on personal information.

In Tremblay v. OpenAI, plaintiffs alleged that OpenAI trained its algorithm by “copying massive amounts of text” to enable it to “emit convincingly naturalistic text outputs in response to user prompts.”  Id. at 1.  Plaintiffs alleged these outputs included summaries that were so accurate that the algorithm must have collected and retained knowledge of the ingested copyrighted works in order to output similar textual content.  Id. at 2.  An exhibit to the complaint displayed the algorithm’s prompts and outputs in purported support of these allegations.  Id.

OpenAI sought discovery of (a) the account settings plaintiffs used to generate their results; and (b) the algorithm’s prompts and outputs that “did not” include the plaintiffs’ “preferred, cherry-picked” results.  The plaintiffs refused to produce this information, citing work-product privilege, which protects from discovery documents prepared in anticipation of litigation.  OpenAI argued that the authors waived that protection by revealing their preferred prompts and outputs and asked the court to order production.

The Court’s Decision

The Court agreed and ordered Plaintiffs to produce the account settings and all of plaintiffs’ pre-suit algorithmic testing results, including any negative ones, for four reasons.

First, the Court held that the algorithmic testing results were not work product but “more in the nature of bare facts.”  Id. at 5-6.

Second, the Court determined that “even assuming arguendo” that the work-product privilege applied, the privilege was waived “by placing a large subset of these facts in the [complaint].”  Id. at 6.

Third, the Court reasoned that the negative testing results were relevant to OpenAI’s defenses.

Finally, the Court rejected the plaintiffs’ argument that OpenAI could simply interrogate the algorithm itself.  As the Court explained, “without knowing the account settings used by Plaintiffs to generate their positive and negative results, and without knowing the exact formulation of the prompts used to generate Plaintiffs’ negative results, Defendants would be unable to replicate the same results.”  Id.

The ruling is significant because it shows that plaintiffs cannot simultaneously cite testing results in support of their claims and withhold from discovery information regarding how those results were generated, which could deter plaintiffs from filing similar suits or – more likely – could teach them to be much more careful in terms of conducting their pre-suit investigations and crafting their pleadings.  








Mobley v. Workday, Inc., Case No. 23-CV-770 (N.D. Cal. May 16, 2025)
 Complaint concerning allegations that Workday’s algorithm-based 

screening tools discriminated against applicants on the basis of race, 
age, and disability. 

 This litigation has been closely watched for its novel case theory based 
on artificial intelligence use in making personnel decisions. 

 On May 16, 2025, Judge Lin certified a collective of all individuals aged 40 
and over who applied for job opportunities using Workday’s platform and 
were denied employment recommendations. 

 On April 10, 2026, Workday filed a Motion to Dismiss Third Amended 
Complaint, which is currently pending. 
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https://blogs.duanemorris.com/classactiondefense/2024/07/16/california-federal-court-denies-motion-to-dismiss-artificial-intelligence-employment-discrimination-lawsuit/
This development follows Workday’s first successful Motion to Dismiss, which we blogged about here, and the EEOC’s amicus brief filing, which we blogged on here. 


In Mobley v. Workday, filed in the Northern District of California, the plaintiff, an African American male over the age of 40, who claimed that he suffered from anxiety and depression, brought suit against Workday claiming that its applicant screening tools discriminated against applicants on the basis of race, age, and disability.  The plaintiff claimed that he applied for 80 to 100 jobs, and despite holding a bachelor’s degree in finance, among other qualifications, did not get a single job offer.

Workday, of course, is a software vendor.  The district court granted the defendant’s motion to dismiss on the ground that plaintiff failed to plead sufficient facts regarding Workday’s supposed liability as an employer or “employment agency.”  In other words, the plaintiff failed to allege that Workday was “procuring” employees for its customers and merely claimed that he applied for jobs with a number of companies that all happened to use Workday.  

On February 20, 2024, the plaintiff filed an amended complaint alleging that Workday was an agent of the employers that delegated authority to Workday to make hiring process decisions or, alternatively, that Workday was an indirect employer.  Plaintiff claimed, among other things, that, in one instance, he applied for a position at 12:55 a.m. and his application was rejected less than an hour later.  
 
Judge Rita F. Lin granted in part and denied in part Workday’s Motion to Dismiss Plaintiff’s Amended Complaint.  At the outset of its opinion, the Court noted that Plaintiff alleged Workday was liable for employment discrimination, under Title VII, the ADEA, and the ADA, on three theories: as an (1) an indirect employer; (2) employment agency; and (3) agent of employers.   Id. at 5.

First, with regard to the indirect employer theory, the Court opined that relevant statutes prohibit discrimination “not just by employers but also by agents of those employers,” so an employer cannot “escape liability for discrimination by delegating [] traditional functions, like hiring, to a third party,” and an employer’s agent can be independently liable when the employer has delegated to the agent “functions [that] are traditionally exercised by the employer.”  Id.

The court also accepted the agency theory.  The Court held that Workday may be liable on an agency theory because Plaintiff plausibly alleged Workday’s customers delegated their traditional functions of rejecting candidates or advancing them to the interview stage to Workday.  Id.  

The Court noted that, if it reasoned otherwise, and accepted Workday’s arguments, then companies could “escape liability for hiring decisions by saying that function has been handed to over to someone else (or here, artificial intelligence).”  Id. at 8.  It opined that given Workday’s allegedly “crucial role in deciding which applicants can get their ‘foot in the door’ for an interview, Workday’s tools are engaged in conduct that is at the heart of equal access to employment opportunities.”  

The Court next denied Workday’s motion to dismiss Plaintiff’s disparate impact discrimination claims.  The Court held “[t]he zero percent success rate at passing Workday’s initial screening” combined with Plaintiff’s allegations of bias in Workday’s training data and tools plausibly supported an inference that Workday’s algorithmic tools disproportionately reject applicants based on factors other than qualifications, such as a candidate’s race, age, or disability.  

Finally, the Court granted Workday’s motion to dismiss Plaintiff’s claims for intentional discrimination based on race and age.  Id.  The Court found Plaintiff’s allegations that “Workday [was] aware of the discriminatory effects of its applicant screening tools” was not enough to satisfy his pleading burden.  

Thereafter, the Court conditionally certified a collective action of all individuals aged 40 and over who applied for jobs using Workday’s platform and were rejected.  In doing so, it authorized plaintiff to send notice of the lawsuit to applications nationwide.

This litigation has been closely watched for its novel case theory based on artificial intelligence use in making personnel decisions. 
















++

In Mobley v. Workday, filed in the Northern District of California, for instance, a plaintiff, an African American male over the age of 40 who claimed that he suffered from anxiety and depression brought suit against Workday claiming that its applicant screening tools discriminated against applicants on the basis of race, age, and disability.  The plaintiff claimed that he applied for 80 to 100 jobs, and despite holding a bachelor’s degree in finance, among other qualifications, did not get a single job offer.

Workday, of course, is a software vendor.  The district court granted the defendant’s motion to dismiss on the ground that plaintiff failed to plead sufficient facts regarding Workday’s supposed liability as an employer or “employment agency.”  In other words, the plaintiff failed to allege that Workday was “procuring” employees for its customers and merely claimed that he applied for jobs with a number of companies that all happened to use Workday.  On February 20, 2024, the plaintiff filed an amended complaint alleging that Workday was an agent of the employers that delegated authority to Workday to make hiring process decisions or, alternatively, that Workday was an indirect employer.

This is a prime example of a case to watch as we head through 2024 where plaintiffs are seeking to hold a software vendor liable for the use of its product by others.




Facial Recognition AI Technologies
 In Re Facebook Biometric Info. Priv. Litig., 2018 WL 2197546 (N.D. Cal. May 14, 

2018)
 Zellmer v. Meta Platforms, Inc., 2024 WL 3016946 (9th Cir. June 17, 2024)
 Tibbs, et al. v. Arlo Technologies, Inc., No. 23-CV-5096 (N.D. Cal.) 
Other Face-Related AI Technologies 
 Martell v. X Corp., 2024 WL 3011353 (N.D. Ill. June 13, 2024) (porn filter)
 Clarke v. Aveda Corp., 2023 WL 9119927, at *2 (N.D. Ill. Dec. 1, 2023) (virtual try-

on)
 Castelaz v. Estee Lauder Cos., Inc., 2024 WL 136872, at *7 (N.D. Ill. Jan. 10, 2024) 

(virtual try-on)
 Daichendt v. CVS Pharmacy, Inc., 2023 WL 3559669, at *2 (N.D. Ill. May 4, 2023) 

(passport photos)
 Clark v. Microsoft Corp., 688 F. Supp. 3d 743, 745 (N.D. Ill. 2023) (facial 

expressions)
 Trio v. Turing Video, Inc., 2022 WL 4466050, at *13 (N.D. Ill. Sept. 26, 2022) (COVID 

screening) 33
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In Re Facebook:  Initially filed in 2015, plaintiffs claimed that Facebook used facial recognition software to extract facial geometry from photographs uploaded to its online social network.  Plaintiffs alleged that Facebook extracted this information without disclosing its biometric collection practices, much less obtaining express written consent, in violation of .  On February 26, 2021, the Judge James Donato of the Northern District of California approved a “landmark” $650 million privacy class action settlement for a class of Illinois Facebook users.  The cutting-edge settlement resolved the claims of six million Facebook users living in Illinois

Zellmer v. Meta Platforms:  Zellmer was a follow-on to In re Facebook.  While In re Facebook was filed by users of the platform, Zellmer was filed by a nonuser who claimed that Facebook had collected his biometric identifiers and biometric information from photos of him that users had uploaded to the platform. Zellmer asserted claims for violation of  Sections 14/15(a) (which requires private entities to publish a retention schedule and guidelines for permanently destroying biometric data covered by the statute) and 14/15(b) (which requires private entities to obtain informed consent before collecting such data) and sought to certify a class of nonusers in Illinois.

On summary judgment, the district court dismissed Zellmer's Section 15(b) claim, reasoning that "it would be patently unreasonable to construe  to mean that Facebook was required to provide notice to, and obtain consent from, nonusers who were for all practical purposes total strangers to Facebook, and with whom Facebook had no relationship whatsoever."  The court later dismissed the Section 15(a) claim for lack of standing, ruling that Zellmer had failed to plausibly allege that he had suffered a particularized concrete injury traceable to Facebook's alleged failure to develop a destruction policy.

The Ninth Circuit affirmed on appeal but for entirely different reasons.  It held that, because the alleged biometric data at issue – a “face signature” - was not capable of identifying a person, it did not qualify as either a "biometric identifier" or "biometric information" under , so the statute did not apply.  In reaching its decision, the Ninth Circuit relied on a declaration from a product manager at Facebook, who explained that a "face signature" cannot be used to identify anyone because it (1) is "an abstract, numerical representation of a face" which does not reveal any information about the appearance of the face and (2) "cannot be reverse engineered," such that it is not possible to identify nonusers from their face signatures alone." Id. at 16. While Zellmer offered evidence that face signatures could be used to predict age and gender, the panel reasoned that those predictions do not constitute identification as required by .

Notably, the Ninth Circuit disagreed with the district court's ruling that  could not be interpreted to apply to nonusers based on the practical impossibility of compliance. On this point, the panel concluded that, because the statute's text clarifies its application to "a person's or a customer's" biometric data, "non-users are protected, regardless of any preexisting relationship with the party alleged to have violated ." 


Martell v. X Corp.,  The plaintiff alleged that he uploaded a photograph containing his face to the social media platform “X”, which X then analyzed for nudity and other inappropriate content using a product called “PhotoDNA.”  According to Plaintiff, PhotoDNA created a unique digital signature of his face-containing photograph known as a “hash” to compare against the hashes of other photographs, thus necessarily obtaining a “scan of … face geometry” in violation of the .

X Corp. moved to dismiss, arguing, among other things, that Plaintiff failed to allege that PhotoDNA obtained a scan of face geometry because (1) PhotoDNA did not perform facial recognition; and (2) the hash obtained by PhotoDNA could not be used to re-identify him.  The Court granted X’s motion to dismiss based on both arguments.  First, the Court found that plaintiff did not make any plausible allegations of a scan of face geometry because “PhotoDNA is not facial recognition software.” The Court explained that “Plaintiff does not allege that the hash process takes a scan of face geometry, rather he summarily concludes that it must.”

Second, the Court found no plausible allegations of a scan of face geometry because Plaintiff’s Complaint did not include factual allegations that the hashes conduct a face geometry scan of individuals in the photo.”  Instead, as the court explained, obtaining a scan of face geometry means “zero[ing] in on [a face’s] unique contours to create a ‘template’ that maps and records [the individual’s] distinct facial measurements.”  Id.


In other cases in which plaintiffs have brought  claims involving face-related technologies performing functions other than facial recognition, companies have received mixed rulings when challenging the plausibility of allegations that their technologies obtained facial data.

 defendants have been successful at the pleading stage in securing dismissal of  lawsuits involving virtual try­-on technologies that allow customers to use their computers to visualize glasses, makeup, or other accessories on their face.  

See Clarke v. Aveda Corp., 2023 WL 9119927, at *2 (N.D. Ill. Dec. 1, 2023); 
Castelaz v. Estee Lauder Cos., Inc., 2024 WL 136872, at *7 (N.D. Ill. Jan. 10, 2024).  

Defendants have been less successful at the pleading stage and continue to litigate their cases, however, in cases involving software verifying compliance with U.S. passport photo requirements, 

Daichendt v. CVS Pharmacy, Inc., 2023 WL 3559669, at *2 (N.D. Ill. May 4, 2023),, 
Trio v. Turing Video, Inc., 2022 WL 4466050, at *13 (N.D. Ill. Sept. 26, 2022), which involved software detecting fever from the forehead and whether the patient is wearing a facemask





  



Brewer v. Otter.ai, N.D. California (Filed Aug. 15, 2025)
 Otter.ai has developed an AI-powered meeting assistant called Otter Notetaker, 

which engages in real-time transcription of Zoom, Teams, and Google Meet calls 
for the employers who subscribe to Otter’s services

 On January 20, 2026, Otter.ai filed Motion to Dismiss, which is still pending, 
arguing:
 Plaintiff has not provided sufficient detail about an injury-in-fact
 Provided no detail about the recorded conversation other than the date
 Otter is a “party” to the communication, and Federal Wiretap Act expressly permits 

one party consent
 Loss of value in personal information is not a recoverable loss under Computer 

Fraud and Abuse Act
 Plaintiff’s personal information at issue does not constitute “property” 34
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Business Process Challenged
Otter.ai has developed an AI-powered meeting assistant called Otter Notetaker, which engages in real-time transcription of Zoom, Teams, and Google Meet calls for the employers who subscribe to Otter’s services
Otter does not obtain prior consent, express or otherwise, of the individuals who attend these meetings

Plaintiff’s Legal Theory
Plaintiff participated in a Zoom meeting that was being transcribed by Otter Notetaker, without consenting to Otter Notetaker
Alleges that this constitutes an interception of his communications and an unauthorized access of his computer
Also alleges invasion of privacy, intrusion upon seclusion, and conversion of his personal conversational data, and aspects of his likeness (including his voice) 
Federal Wiretap Act, 18 U.S.C. § 2511, prohibits intentional interception of wire, oral, or electronic communications
Federal Computer Fraud & Abuse Act, 18 U.S.C. § 1030, et seq., prohibits accessing a computer without authorization
California Penal Code and tort law also protect against invasion of privacy, intrusion upon seclusion, conversion of data 

Potential Remedies 
Federal Wiretap Act authorizes damages of up to $100 per day for each violation or $10,000, whichever is greater
Courts may also award punitive damages in an amount determined by jury
Computer Fraud and Abuse Act authorizes statutory damages as long as plaintiffs’ losses aggregate at least $5,000 in value
California Penal Code sections authorize fines up to $2,500 for each violation
California tort claims entitle plaintiffs to reasonable compensation, which can include disgorgement of profits related to unlawful use of their communications

Employer Position/Current Status
Jan. 20, 2026 – Otter.ai filed Motion to Dismiss, which is still pending, arguing:
Plaintiff lacks standing because he has not provided sufficient detail about an injury-in-fact
Provided no detail about the recorded conversation other than the date
Otter is a “party” to the communication, and Federal Wiretap Act expressly permits a party to the communication to consent to interception (one party consent)
Plaintiff argues that Otter was “unjustly enriched” by acquiring his personal information, but loss of value in personal information is not a recoverable loss under Computer Fraud and Abuse Act
Plaintiff’s personal information at issue does not constitute “property” under California laws

Employer Best Practices
Conduct full audit before deploying AI notetaking software
What data is being collected and how?
Evaluate for potential bias and context issues (e.g. accounting for speakers’ accents)
Consult counsel to determine which federal and state laws will be implicated by your use of AI notetaking software
Implement clear written policies for use of AI notetakers
Which meetings should be recorded?
Where are meeting recordings and documents stored? Who can access them?
What can /can’t employes with authorized access do with the notes
Obtain proper consent to record
Implement systems for human review of AI-generated notes
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